IPSec Configuration – Solaris  - Solaris
1. On each system, add host entries.

If you are connecting systems with IPv4 addresses only, you have to modify the /etc/inet/hosts file. 

If you are connecting systems with IPv6 addresses, you have to modify the /etc/inet/ipnodes file. 

2. On each system, create the IPsec policy file.

The file name is /etc/inet/ipsecinit.conf. For an example, see the /etc/inet/ipsecinit.sample file.

3. Add an IPsec policy entry to the ipsecinit.conf file.

a. On the host1, add the following policy:

	{laddr host1 raddr host2} ipsec {auth_algs any encr_algs any sa shared}


b. On the host2, add the identical policy:

	{laddr host2 raddr host1} ipsec {auth_algs any encr_algs any sa shared}


c. For the syntax of IPsec policy entries, see the ipsecconf(1M) man page.

4. On each system, copy the file /etc/inet/ike/config.sample to the file /etc/inet/ike/config. 

Enter rules and global parameters in the ike/config file on each system.

a. For example, modify the /etc/inet/ike/config file on the host1:

	### ike/config file on enigma, 192.168.116.16

## Global parameters

#

## Phase 1 transform defaults

p1_lifetime_secs 14400

p1_nonce_len 40

#

## Defaults that individual rules can override.

#

## The rule to communicate with partym

#  Label must be unique

{ label "host1-host2"

  local_addr 192.168.116.16

  remote_addr 192.168.13.213

  p1_xform

   { auth_method preshared oakley_group 5 auth_alg md5 encr_alg 3des }

  p2_pfs 5

}


b. Modify the /etc/inet/ike/config file on the host2:

	### ike/config file on partym, 192.168.13.213

## Global Parameters

#

p1_lifetime_secs 14400

p1_nonce_len 40

#

## The rule to communicate with enigma

#  Label must be unique

{ label "host2-host1"

  local_addr 192.168.13.213

  remote_addr 192.168.116.16

p1_xform

   { auth_method preshared oakley_group 5 auth_alg md5 encr_alg 3des }

p2_pfs 5

}


5. On each system, check the validity of the file.

	# /usr/lib/inet/in.iked -c -f /etc/inet/ike/config


6. Generate random numbers for use as keying material.

	% od -X -A n /dev/random | head -2
         f47cb0f4 32e14480 951095f8 2b735ba8

         0a9467d0 8f92c880 68b6a40e 0efe067d


Note :
Other operating systems can require ASCII keying material. 



7. From the output of Step 6, construct one key.

	f47cb0f432e14480951095f82b735ba80a9467d08f92c88068b6a40e


8. The authentication algorithm in this procedure is MD5, as shown in Step 4. The size of the hash, that is, the size of the authentication algorithm's output, determines the minimum recommended size of a preshared key. The output of the MD5 algorithm is 128 bits, or 32 characters. The example key is 56 characters long, which provides additional keying material for IKE to use.

9. Create the file /etc/inet/secret/ike.preshared on each system.

Put the preshared key in each file.

a. For example, on the host1, the ike.preshared file would appear similar to the following:

	# ike.preshared on host1, 192.168.116.16

#…

{ 
        localidtype IP


localid 192.168.116.16


remoteidtype IP


remoteid 192.168.13.213


# enigma and partym's shared key in hex (192 bits)


key f47cb0f432e14480951095f82b735ba80a9467d08f92c88068b6a40e

}


b. On the host2, the ike.preshared file would appear similar to the following:

	# ike.preshared on host2, 192.168.13.213

#…

{ 
        localidtype IP


localid 192.168.13.213


remoteidtype IP


remoteid 192.168.116.16


# partym and enigma's shared key in hex (192 bits)


key f47cb0f432e14480951095f82b735ba80a9467d08f92c88068b6a40e

}


Note :
The preshared keys on each system must be identical.

10. If you used IKE to create keying material, stop and then restart the in.iked daemon.

	# pkill in.iked
# /usr/lib/inet/in.iked

	


1. Then, activate the IPsec policy with the ipsecconf command.

	# ipsecconf -f
# ipsecconf -a /etc/inet/ipsecinit.conf


IPSec Configuration – Solaris  - Windows XP

Configure the ipsecinit.conf, config and ike.preshared in Solaris as mentioned above. 

And, Windows XP requires ASCII preshared keys. Hence the following command is used to generate the hexadecimal and should be configured in Solaris.
The option -tx1 of od command prints the bytes one at a time on all Solaris systems.

	# /bin/echo "welcome\c" | od -tx1 | cut -c 8-55 | \
tr -d '\n' | tr -d ' ' | awk '{print}'
7061706965726d


By removing the offsets and concatenating the hexadecimal output, the hexadecimal key for the Solaris system is 7061706965726d. The administrator places this value in the ike.preshared file on the Solaris system.

	# Shared key in hex (192 bits)

key 7061706965726d


On Windows XP which requires ASCII preshared keys, the passphrase is the preshared key. The Solaris system administrator telephones the other administrator with the passphrase, welcome.

The steps to setup the IPSec in Windows XP follows:

1. Open Control Panel/Adminstrative Tools / Local Security Settings

2. Create IP Security Policy -> Next -> Write Name and Next

3. Uncheck Activate the default response rule -> Next

4. Click Finish and Add A Security Rule

5. Click “This rule does not specify a tunnel” radio button since we are not using VPN

6. Choose the Network type and enter a preshared key(welcome)

7.  Click Add to add a new IP filter and name it.

8. Chose My IP Address as the source address

9. Chose a Specified IP Address as the destination address

10. Enter the IP address of the Solaris system
11. Select protocol type Any and Finish and close the wizards

12. Select the newly created policy

13. Click the radio button marked Require Security and check
         Accept unsecured communication, but always respond using IPsec 
        and Finish.

14. Right click on the new Security Policy created and choose Assign.

Now you must be able to communicate with IPSec in Solaris and Windows XP.
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